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Scope of the Poticy

This policy applies to all memhers of the Ringway Primary School community (including staff,
students/pupils, volunteers, parents/carers, visitors, community users) who have access to and are
users of school digital technology systems, both in and out of the school.

Roles and Responsibhilities
within the school:

Headteacher and Senior Leaders

e The Headteacher has a duty of care for ensuring the safety (including online safety) of
members of the school community, though the day to day responsibility for online safety will
he delegated to the E-Safety Lead (Kaye Smith).

e The Headteacher and (at least) another member of the Senior Leadership Team should be
awwre of the procedures to he followed in the event of a serious online safety allegation being
made against o memher of staff. (see flow chart on dealing with online safety incidents)

e The Headteacher and Senior Leaders are responsible for ensuring that the Online Safety Lead,
and other relevant staff receive suitable training to enable them to carry out their online safety
roles and to train other colleagues, as relevant.

e The Headteacher and Senior Leaders will ensuwre that there is a system in place to allow for
role. This is toprovide a safety net and also support to those colleagues who take on important

e The Senior Leadership Team will receive reqular monitoring reports from the Online Safety
Lead.

Online Safety Lead,

o takes day to day responsibility for online safety issues and has a leading role in estahblishing
and, reviewing the school online safety policies/documents.

e ensuwres that all staff are aware of the procedures that need to be followed in the event of an

liaises with the Local Authority

receives reports of online safety incidents and creates a log of incidents to inform future online

safety developments

e meets reqularly with Safequarding Governor to discuss current issues, review incident logs
and filtering/change control logs

e reports reqularly to Senior Leadership Team

Network Manager/ Technical staff
At Ringwuay Primary School we use an outside agency to manage and maintain the school's technical
infrastructure.

Those with technical responsibilities are responsible for ensuring:



that the school's technical infrustructwre is secwre and is not open to misuse or malicious
attack

that the school meets required online safety technical requirements and any Local Authority
and any other relevant body online safety policy/quidance that may apply.

that users may only access the networks and devices through a properly enforced password
protection policy

the filtering policy is applied and updated on a reqular basis and that its implementation.
any misuse/attempted misuse can he reported to the Headteacher and the Online Safety that

Teaching and Support Staff
Teaching and support staff are responsible for ensuring that:

safety poticy and practices

they have read, understood and signed the staff acceptable use agreement

they report any suspected misuse or problem to the Headteacher or Online Safety Lead for
investigation/ action/sanction

all digital communications with students/pupils/parents/carers should be on a professional
students/pupils understand and follow the Online Safety Policy and acceptable use policies
students/pupils have a good understanding of research skills and the need, to- avoid plagiarism
and uphold copyright requlations

school activities (where allowed) and implement current policies with regard to these devices
in lessons where internet use is pre-planned students/ pupils should be guided to sites checked,
material that is found in intermet searches

Designated Safequarding Lead,

protection/safequarding issues to arise from:

access to illegal/inappropriate materials
inappropriate on-line contact with adults/strangers
potential or actual incidents of grooming
online-bullying

Students/Pupils:

student/pupil acceptable use agreement
have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations



e need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so

e will he expected to know and understand policies on the use of mohile devices and digital
technologies out of school and realise that the school's/ academy’s online safety policy covers

Parents/carers
Parents/carers play a crucial role in ensuwring that their children understand the need to use the
internet/ mohile devices in an appropriate way. Ringway Primary School will take every opportunity
to help parents understand these issues through, newsletters, letters, wehsite, social media and
information about national/local online safety campaigns/literature. Parents and carers will be
encowrnged to support the school in promoting good online safety pructice and to follow guidelines
on the appropriate use of:

e digital and video images taken at school events

e accessto parents sections of the wehsite/Leaming Platform and on-line student/pupil records

e their children's personal devices in the school (where this has heen agreed with the

Headteacher)

Community Users

Community Users who access school/academy systems or programmes as part of the wider school
provision will he expected to sign a Community User AUP hefore heing provided with access to
school/academy systems. Community users will not he able to access school systems using any
devices that are not set up to the school's monitoring system (Lightspeed MDM).

Policy Statements

Education - Pupils
educating pupils to take o responsible approuch. The education of pupils in online safety/digital
literacy is therefore an essential part of the school's online safety provision. Children and young
Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety
messages across the cwriculum. The online safety cwrriculum should be broud, relevant and provide
e A planned online safety cwrriculum should be provided as part of Computing/PHSE/other
e Key online safety messages should he reinforced as part of a planned programme of
e Pupils should he taught in all lessons to be critically awwre of the materials/content they
access on-line and be quided to validate the accwracy of information.
e Pupils should he taught to- acknowledge the source of information used and to respect copyright



e Pupils should be L in buildi i to radicalisation. by iding o safe
infl and, nartici in, decisi bing.
e Pupils should he helped to understand the need for the Pupil acceptable use agreement and
encowruged, to adopt safe and responsible use both within and outside school/academy.
e Staff should act as good role models in their use of digital technologies, the internet and
mohile devices
e Inlessons where internet use is pre-planned, it is hest practice that students/pupils should be
guided to sites checked as suitable for their use and that processes are in place for dealing with
e  Where students/pupils are allowed to freely search the internet, staff should be vigilant in
Education - Parents/carers
Some parents and carers may only have a limited understanding of online safety risks and issues,
yet they play an essential role in the education of their children and in the monitoring/requlation of
the children's online hehaviours. Parents may underestimate how often children and young people
how to respond.
The school will therefore seek tor provide information and awureness to parents and carers through:

e Curricul _—
e Letters, newsletters, weh site, Class Dojo and Parent Pay

e Parents/carers evenings/sessions

e High profile events/campaigns e.g. Safer Internet Day

e Reference to the relevant wehb sites/publications on school wehsite

Education & Training - Staff/Volunteers
It is essential that all staff receive online safety training and understand their responsibilities, as

e A planned progrumme of formal online safety training will be made avuilable to staff. This

e All new staff should receive online safety training as port of their induction programme,
use agreements.

e The Online Safety Lead will receive reqular updates through attendance at external training
events (e.g. from LA or other relevant organisations) and by reviewing guidance documents
released by relevant organisations.

e This online safety policy and its updates will be presented to and discussed by staff in
staff/team meetings/training sessions.

e The Online Safety Lead will provide advice/guidance/training to individuals as required.

Truining — Governors/Directors

Governors should, take part in online safety training/awareness sessions, with particular importance
for those who are memhbers of any group iwolved in technology/online safety/health and safety
/safequarding. This may be offered in a number of ways:



e Attendance at truining provided by the Local Authority or anocther relevelant oragnisation.

e Participation in school/academy training/information sessions for staff or parents (this may
include Learning Walks or attendance at assemblies/lessons).

Technical - infrastructure/equipment, filtering and monitoring
School technical systems will he managed in ways that enswre that the school meets
recommended, technical requirements (There will be reqular reviews and audits of the safety
All users will have clearly defined access rights to school technical systems and devices.
All users will be provided with a username and secwre password by the Online Safety Lead,
who will keep an up to date record of users and their usernames. Users are responsible for the
The “administrator” passwords for the school systems, used by the Nebwork Manager (or other
person) must also he avuilable to the Headteacher or other nominated, senior leader and kept
in o secure place (e.g. school safe)
Internet access is filtered for all users. Illegal content is filtered by the broudband or filtering
provider by actively employing the Internet Watch Foundation CAIC list.
Internet filtering/monitoring should ensure that children are safe from terrorist and extremist
levels for different ages/stages and different groups of users - staff/pupils/students etc)
systems and users are made aware of this in the acceptable use agreement
An appropriate system is in place for users to report any actual/potential technical
incident/security breach to the relevant person, as agreed).
Appropriate security measures are in place to protect the servers, firewulls, routers, wireless
systems, work stations, mohile devices, etc. from accidental or malicious attempts which
might threaten the security of the school systems and data. These are tested reqularly. The
An agreed policy is in place for the provision of temporary access of “quests’ (e.g. trainee
teachers, supply teachers, visitors) onto the school systems. All visitors are allocated a ‘guest
log in and they sign an Acceptable Use agreement.
Mohile Technoloyies
Mohile technology devices may be school owned/provided or personally owned and might include:
smartphone, tahlet, notebook/laptop or other technology that usually has the capahility of utilising
the school's wireless network. The device then has access to the wider internet which may include
the school's learning platform and other cloud based services such as email and data storage.

All users should understand that the primary pwrpose of the use mohile/personal devices in a school
context is educational. The mohile technologies policy should be consistent with and inter-related,
to other relevant school polices including but not limited. to the safequarding policy, behaviowr policy,
bullying policy, acceptable use policy, and policies around theft or malicious damage. Teaching
about the safe and appropriate use of mohile technologies should he an integral part of the school's



staff and students/pupils instant use of images that they have recorded themselves or downlouded
from the internet. However, staff, parents/carers and students/pupils need to be aware of the risks
cause harm or embarrussment to individuals in the short or longer term. It is common for employers
to carry out internet searches for information ahout potential and existing employees. The school will
potential for harm:)

e  When using digital images, staff should inform and educate students/pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In particular
they should recognise the risks attached to publishing their own images on the internet e.g.

e Written permission from parents or carers will he obtained hefore photogruphs of
students/pupils are published on the school wehsite/social media/local press.

e In accordance with quidance from the Information Commissioner’s Office, parents/carers are
welcome to take videos and digital images of their children at school events for their own
personal use (as such use is not covered by the Data Protection Act). To respect everyone's
privaicy and in some cases protection, these images should not be published/made publicly

o Staff and volunteers are allowed to take digital/video images to support educational aims,
images. Those images should only he taken on school equipment; the personal equipment of
staff should not be used for such purposes.

e Care should he taken when taking digital/video images that pupils are appropriately dressed,
disrepute.

e Pupils must not take, use, share, publish or distribute images of others without their
permission

e Photographs published on the wehsite, or elsewhere that include pupils will be selected
carefully and will comply with good practice guidance on the use of such images.

e Pupils full names will not be used anywhere on a wehsite or social media platform,

e Pupil's work can only be published with the permission of the student/pupil and parents or
carers.

Data Protection
Personal data will be recorded, processed, trunsferred and made avuilable according to the cwrent

Ringway Primary School ensures that:

e it has appointed an appropriate Data Protection Officer (DPO) who has a high level of



that there is an ‘information asset register’ in place and knows exactly what personal dato it
it

where relevant, how consent wus obtained and refreshed).

it will not hold, it for longer than necessary for the purposes it wus collected for. The school
‘retention policy” is followed to ensure there are clear and understood policies and routines for
the deletion and disposal of data to support this. Personal data held must be accurate and up
to date where this is necessary for the pwrpose it is processed for. Have systems in place to
identify i , such as asking parents to check emergency contact details annually.

a clear Privaicy Notice. This can he found on the school wehsite and is updated reqularly.
procedures must be in place to- deal with the individual rights of the data subject, e.g. one of the
8 data subject rights applicable is that of Subject Access which enables an individual to be able
to have a copy of the personal data held ahout them (subject to certain exceptions which may
apply).

IT system security is ensured and reqularly checked. Patches and other security essential updates
are applied promptly to protect the personal data on the systems. Administrative systems are
securely ring fenced from systems accessible in the classroom/to learners

it reports any relevant breaches to the Information Commissioner within 72hrs of hecoming
awure of the breach in accordance with UK data protection law. It also reports relevant breaches
to the individuals affected as required by law. In order to do this, it has a policy for reporting,
logging, managing, investigating and leaming from,informatioryrisk:incidents.

individual's rights, will receive training appropnamfcrthewfundunna&wwa&tlwcomtmuung

provided, to- all staff.

When personal data is stored on any mohile device or removuble media the:

data must be securely deleted from the device, in line with school policy (helow) once it has been
transferred, or its use is complete.

Staff must enswre that they:

at all times take care to ensure the safe keeping of personal data, minimising the risk of its loss

or misuse


https://ico.org.uk/for-organisations/report-a-breach/

e canrecognise a possible breach, understand the need for wrgency and know who to report it to
within the school

e can help data subjects understand their rights and know how to handle a request whether
verhal or written. Know who to pass it to in the school

e where personal data is stored or transferred on mohile or other devices (including USBs) these

e will not transfer any school personal data to personal devices except as in line with school
policy

e access personal data sources and records only on secuwre password protected computers and
other devices, ensuring that they are properly “logged-off” at the end of any session in which
they are using personal data

Deali " itable/i .

Some internet activity e.q. accessing child abuse images or distributing racist material is illegal and

would obviously be banned from school/academy and all other technical systems. Other activities

e.g. cyher-bullying would bhe hanned and could lead to criminal prosecution. There are however a

range of activities which may, generally, be legal but would, be inappropriate in a school/ academy

context, either hecause of the age of the users or the nature of those activities.

Illegal Incidents

If there is any suspicion that the weh site(s) concerned may contain child abuse images, or if there

is any other suspected illegal activity, refer to the right hand side of the Flowchart (below and

appendix) for responding to online safety incidents and report immediately to the police.
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Other Incidents,

policy could take place, through careless or irresponsible or, very rarely, through deliberate misuse.
In the event of suspicion, all steps in this procedure should be followed:

e Have more than one senior memher of staff involved in this process. This is vital to protect

e Conduct the procedure using a designated computer that will not be used by young people and
for the dwration of the procedure.

e It is important to enswre that the relevant staff should have appropriate internet access to
conduct the procedure, but also that the sites and content visited are closely monitored and,
recorded (to provide further protection).

e Record the URL of any site containing the alleged misuse and describe the natwre of the content
causing concermn. It may also be necessary to record and store screenshots of the content on the
(except in the case of images of child sexual abuse - see below)

e Once this has heen completed and fully investigated the group will need to judge whether this
concern has substance or not. If it does, then appropriate action will be required and could

o Internal response or discipline procedures

o Inwvolvement by Local Authority/Academy Group or national/local organisation (as

relevant).

o Police involvement and/or action
e If content heing reviewed includes images of child abuse, then the monitoring should he halted and
referred to the Police immediately. Other instances to report to the police would include:

o incidents of ‘grooming’ behaviour
the sending of ohscene materials to a child,
adult material which potentially breaches the Obscene Publications Act
promotion of terrorism or extremism
offences under the Computer Misuse Act (see User Actions chart ahove)
other criminal conduct, activity or materials
e Isolate the computer in question as hest you can. Any change to its state may hinder a later
It is important that all of the ahove steps are taken as they will provide an evidence truil for the
school/academy and possibly the police and demonstrate that visits to these sites were carried out
for safequarding purposes. The completed form should be retained by the group for evidence and
reference purposes.

© O O O O O

School actions & sanctions
It is important that any incidents are dealt with as soon as possible in a proportionate manner, and
that members of the school community are awuare that incidents have been dealt with. It is intended,



Cyher-hullying

Definition of Cyber-bullying

Cyber-bullying is an aggressive, intentional act carried out by a group or individual using electronic
forms of contact repeatedly over time against a victim who cannot easily defend himself/herself. By
cyher-bullying, we mean bullying by electronic media:

e Bullying by texts or messages or calls on mohile phones.

e The use of mohile phone camerus to cause distress, fear or humiliation.

e Posting t ing, abusive, def or humiliati il on wehsites, to includ
bloys, personal wehsites, social nebworking sites.

e Using e-mail to message others.

e Hijacking/cloning e-mail accounts.

e Making threatening, abusive, defamatory or humiliating remarks in chat rooms.

Cyher-bullying is generally criminal in character. The law applies to cyhberspace.

e It is unlawful to disseminate defamatory information in any media including internet sites.
e Section 127 of the Communications Act 2003 makes it an offence to send, by public means
of a public electronic communications network, a message or other matter that is grossly

offensive or one of an indecent, ohscene or menacing charocter.
e The Protection from Harassment Act 1997 makes it an offence to knowingly pwrsue any
course of conduct amounting to harassment.

Ringway Primary educates its pupils hoth in the proper use of telecommunications and about the
serious consequences of cyhber-bullying and will, through PSHE and in ICT lessons and assemblies,
Ringway Primary truins its staff to respond effectively to reports of cyher-bullying or harussment
and has systems in place to respond to it. Ringway Primary endeavowrs to block access to
allowed to work on the intemet without a memhber of staff present. Where appropriate and
responsible, Ringway Primary audits ICT communications and reqularly reviews the security
Whilst education and guidance remain at the heart of what we do, Ringway Primary reserves the
right to take action against those who take part in cyber-bullying.
e Al bullying is damaging but cyber-bullying and harassment can be invasive of privacy at
all times. These acts may also be criminal acts.
e Ringwuy Primary supports victims and, when necessary, will work with the Police to detect
e Ringwuy Primary will use, as appropriate, the full range of sanctions to correct, punish or
e Ringwuy Primary Wuwmpmwrofconflsmtwn,whmmcessurg topmventpupu&fmm
committing crimes or misusing equipment.
e All memhbers of the School community are aware they have a duty to bring to the attention
of the Head any example of cyber-bullying or harassment that they know about or suspect.



