Computing Knowledge Organiser

Unit
Online Safety — Check it is for reall

Tonic Overview Key Vocabulary
It's important to understand that online phishing When someone tries to steal information like your login or account details
content isn't always honest or reliahble, and in an email, text or other online communication by pretending to be
is . even delil tel dwgmto_ S,()HIB()H,@I_.,JO'UJWSL
steal personal information. We will be: scam AWWWWW WWWWWW
v Describing ways to critically evaluate login, %mfcnnaﬂum contacts, etc. or tricking people out of their

I ial I money or property.
y \Afeswohr;“r _ ) ' clickbait Content that attructs attention and could push youw to click on a link to a

Ex.plau Wy 30 cial media can mislead certain site by using interesting formatting or catchy phruses.
or misrepresent reality. disinformation | False information
v Identifying different types of online scams spearphishing | A phishing scam where an attacker targets you more specifically by using
people may experience, including ‘phishing’. pieces of your own personal information.
Vv Identifying sowrces of support for credible Believuhle; someone who is credible uses evidence, and you can he
online.

Keg Skills/Knowledge

Learning Objectives

v Understand that what people tell yow

v Learn how scams work, why they're a
threat, and how to avoid them.

V' Determine the validity of information and
messages online and be wary of

offers or prizes and other online scams.

When youre online, always be on the lookout for scams in games, webpages, apps
and messages and know that if it sounds fabulous or o way to get something for free,

e If you do get fooled, make sure youw tell an adult yow trust right away.

e You control who youw talk to online. Make sure the people you connect with are who
they say they arel

e Internet search is a tool youw can use to find information online. The information can be
in the form of text on a wehsite, videos, images, maps and more. The key words yow
type into a search engine determine what results yow get.




